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Introduction
This guide will outline how to implement the WebMux hardware load balancer with Microsoft
Exchange 2010 Outlook Web Access (OWA) for external user access and using the WebMux for
SSL offloading and high availability.

Planning and Deployment Overview
Implementing the WebMux for OWA includes the following tasks:
•

Setting up the WebMux for SSL offloading and OWA high availability

•

Configuring the CAS for external access

•

Configuring the CAS for SSL offloading

•

Updating the DNS for the FQDN for external OWA access through the Farm IP
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Chapter 1: Configuring the WebMux
For the simplest configuration, we recommend that you configure your WebMux to run in Single
Network Mode. The following instructions assume that you are running in Single Network
Mode. Please refer to the WebMux user manual for details about configuring the WebMux to
run in Single Network Mode if you have done so already.
We recommend offloading the SSL termination on the WebMux instead of on the servers so that
you will only have to worry about one certificate for the single FQDN you will be using. You
should already have a valid key and certificate imported in the WebMux to use for the OWA
farm. Please refer to the WebMux user manual regarding importing SSL keys and certificates if
you have not done so already.
• Create a new farm by clicking on the “Add Farm” button on the left side of the main
console screen.

Figure 1 Example of the Add Farm screen
• In the Add Farm screen, enter the IP address for the farm. This will be the IP address you
will use to point the external Client Access FQDN in your DNS.
• For the service, select “HTTP - hypertext transfer protocol (TCP)”
• For the scheduling method, select “round robin - persistent”
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• In the SSL termination field, select the key/cert slot you imported you SSL key and
certificate in.
• Submit the page and you will have a new farm entry in the main console.
Next you will add the servers in the farm. Click on the radio button next the the farm IP and then
click on the “Add Server” button on the left of the screen.

Figure 2 Example of the Add Server screen
• Enter the real IP address of the CAS and click the submit button.
• Repeat adding the IP address for all the CAS in your Exchange 2010 system.
This completes the WebMux configuration.
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Chapter 2: Configuring CAS
On each of the CAS, you will need to configure the external domain. When you first set up the
CAS, you were presented with this screen:

Figure 3 Configure Client Access server external domain
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Be sure to check the “Client Access server role will be Internet-facing” option and enter the
domain name you will use. If did not configure this portion in your initial CAS setup, you can
still do so using the Exchange Management Console.
Since you will be offloading SSL termination on the WebMux, you will need to make a couple of
changes on each CAS in the CAS array.
First you need to add an SSL offload REG_DWORD key:
Open “regedit” and search for
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchange OWA
Under this registry key, create a new REG_DWORD key called “SSLOffloaded” and set the
value to “1”.

Figure 4 Windows Registry Entry
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Next, we need to disable the SSL requirement on the OWA virtual directory.
Open the IIS Manager and look for the “OWA” virtual directory inside the “Default Web Site”.

Figure 5 IIS Management
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Click on the “owa” virtual directory and then open the “SSL Settings”

Figure 6 SSL Settings
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Inside the “SSL Settings” uncheck “Require SSL” and click “Apply”.
Finally, restart the IIS service by running “iisreset /noforce” on the command line or by
rebooting the server.
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Chapter 3: External DNS records.
Lastly, you need to point your external DNS record to the Farm IP of the WebMux. You should
now be able to access OWA from the internet.

